CONG HOA XA HQI CHU NGHIA VIET NAM
Poc 1ap — Tw do — Hanh phic

Pong Nai, ngdy ... thang ... nam ...

PHIEU KHAO SAT UNG DUNG CONG NGHE THONG TIN
(Phuc vu xdy dung Chinh quyén s6)

A. THONG TIN CHUNG

1. TEN CO UAN: cuvveierrreriessreresssaniossasessssssesssnssosssssessssssesssasssssssssssssssssssassssssssssssssssssssssssssns
2. Ngudi cung AP thOIE tiN: .......ooveivieieieeeeeeeeeeeee e
NKS1: LAnh d20 AOMN Vi cccccueiiiniiiinisniinisnnicsssnninisencsssssicssssessssssessssssssssssssssssssssssssssssens
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SO GIEN thOAT TN NE: .ottt ettt et et et e et e e e e e e e e ea e eeens
NKS2: Dai dién Van phong

HO VA TN oo e e e e e e e e e e e e e e e e aaaaaaaaaaaaas

SO FHEN hOAT TN NE: oo e e ee e e s s s,
NKS3: Dai dién phu trach CNTT

|5 (O I 1< o S

SO QIEN thOAT TIEN NE: .oovvveeierieceiie ettt
3. Co céu td chirc ciia co quan (NKS2)

S6 lugng cac phong/bd phan thude co quan: ....... phong/bd phan.

Tong s6 can bO cONG ChTC CUA CO QUAN: ... e e eeenees
4. Chirc nang, nhiém vu (NKS2)

(Pé nghi néu tén, s, ngay, trich yéu cdc van ban va cé ban sao van ban giri kém theo)
B. NOI DUNG KHAO SAT

1. Hién trang nhan luc cia Sé: (NKS2)

- Tong s6 nhan luc cia Sor ....... nguoi

- Phan loai nhan lyc S¢ theo chuyén mon:
+ C6 chuyén mén vé cong nghé thong tin: ....... nguoi
+ C6 chuyén mén vé dién tir - vién thong: ... nguoi
+ C6 chuyén mon khac: ....... nguoi

- Phan loai nhan luyc Sé theo trinh do:



+ Co trinh d6 trén dai hoc: ....... nguoi
+ C6 trinh d6 dai hoc, cao déng: ....... nguoi
+ C0 trinh d¢ khac: ....... nguoi

2. Loai hinh hoat dfng ciia S& (NKS2)

- Nha nudc cap kinh phi toan bo

- Nha nudc cap mot phan kinh phi

- Ty trang trai toan b kinh phi

s OO0

3. Co s6 ha ting cong nghé thong tin tai Trung tim liéu tinh (NKS3)
3.1. So 46 mang hién tai.

- Cung cap so d0 két n6i mang téng thé cua tinh:

3.2. Tong s6 may tinh:
- S6 lwong may chu:
- S6 lwong may tram:

3.3. Chirc ning va ciu hinh ciia cic may chii (may chi web, mail, DNS...):

Cin ning
Loai may chu | SL Céu hinh co' bian | Chirc nang Nim déu tu cz"ip (danh
diu x)




Loai may chu | SL

C4u hinh co ban

Chirc nang

Nim dau tw

Cin ning
cap (danh
diu X)

Ghi ChUL TREM (MOU CO): ..o

3.4. Thong so cac thiét bi, phan mém khac:

Loai thiét bi | SL

Céhu hinh co
ban

Chirc nang

Nim dau tw

Cin ning
cip (danh
diu x)

1. Thiét bi luu trit (Storage, SAN ...)

2. Thiét bi chuyén mach

3. Phan mém 4o hoda

4. Céac thiét bi, phan mém khac




Céu hinh co Cin ning
Loai thiétbi | SL Chirc nang Nim dau tw | céap (danh

b4 .
an dau x)

3.5. Hinh thire két néi Internet:

- S6 két nbéi FTTH: Téc do kétndi  Mbps
- S6 két ndi Leased line: Téc do kétndi  Mbps
- S6 két ndi Truyén s6 liéu: Tbe d6 két ndi Mbps

3.6 M hinh trién khai

(So d6 md hinh thiét ké Trung tam Dit liéu tinh hién tai)

Mo hinh trién khai Database firewall

- M6 hinh du ndi va trién khai 40 hoa

- M6 hinh hé thdng backup

4. M6 hinh cong nghé¢ tai Trung tam Dir li€u tinh (NKS3)

4.1. M6 hinh dir li¢u:

- Theo mo hinh tdp trung: cho ca 2 site []

(cdc huyén khéng c6 hodc khéng quan 1y mdy chi, moi dit liéu, ting dung déu chay trén
may chu dat tai Trung tam, do Trung tam quan ly)

- Theo md hinh phéan tan: |:|

(cdc huyén ty quan Iy may chu, dit liéu, rng dung cua huyén chay trén may chu do huyén
quan ly, cac may chu cua huyén co két noi voi may chu cua Trung tam dé trao doi, sao
luu dir liéu)

- Theo md hinh két hop: ]

(mot s6 huyén tw quan Iy mdy chi, mot sé huyén khéng c6 may chi)

4.2. Kién tric (phan 16p, cau tric timg 16p...)

V& hinh Kién tric (08U CO) «...nevee e

4.3. To chirc hé thong co s& dir liéu:




4.3.1. Mo hinh tdng thé co s& dit liéu (v& hinh hodc giri kém so d6 néu cb).

4.3.2. Cac CSDL nao dang luu trir:

STT Tén co s& dir liu Cé Khong
1. | Co so dit lidu théng ké kinh té xa hoi
2. | Co so dir lidu vé tai chinh, ngan sach
3. Co s¢ dir liéu thong ké van ban phap luat
4, Co s¢ dir li€u can bo, cong chure
5. Co so dir liéu dan cu
6. | Co s dit ligu dat dai
7. | Co s¢ dit liéu van ban dicu hanh
8. Co sé dir liéu email
9. Co so dir liéu Thu tuc hanh chinh
10. | Co so dit lidu giai quyét thi tuc hanh chinh
11. | Co so dir liéu thi dua khen thudng
12. | Co so dit lidu va s6 hoa dit liéu nganh Thanh tra.
13. | Co s¢ dit liéu nganh Vian hoa, Thé thao va Du lich.
14. | Co s6 dir lidu nganh Y té.
15. | Co s¢ dir liéu nganh Giao thong Van tai.
16. | Co s¢ dir liéu nganh Giao duc.

17. | Co s¢ dir liéu nganh Nong nghiép.

4.4. Giai phap bao mit, an toan thong tin (vé cong nghé bao mit, vé quy trinh bao

mit, vé nhéan lyc cho an toan théng tin ,...)

Hién nay don vi dang su dung cong nghé bao mat nao?

Tén gidi phdp Nha cung
Firewall, Thiét bj phdt hién, phong | cap/Hang cung
chong xam nhdp -IPS, IDS...) cap

Nam ap
dung

Danh gia hiéu

qud

Tot

Khong
tot

a) Pon vi dd xdy dung quy trinh vé bdo mdt, an toan théng tin cho Trung tam chia?

Co |:| Khong |:|

Gidi phép an toan vt Iy (ké tén thiét bi ClENG): .........oce e ece e ees e,
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b) Giai phap an toan swr dung phan mém:(phan mém diét virus, phan mém ma hoa, phan
mém tuong lua ... )

¢) Don vi di xdy dung quy trinh vé xir Iy khi xdy ra mdt an toan vdt Iy va an toan dit
liéu:
cs ] Khong [

Néu ré quy trinh (néu cd)

4.5. Giai phap cho ha tang dung chung

Giai phap hé thong ha tang dung chung

Tinh trang Nim
STT Giai phap trién khai trién | Ghi chi
C6 | Chuwa | khai

Site My Tho

Mang dién rong bang cong nghé

1 VPN [] []
2 | Luu trit SAN [] L]
3 | May chu phién (blade) [] []
4 | Ao héa may chu VMware [] []
5 bam may ha téng [] []
o | s o s | 3 |
7 | Tudng lira Web ma ngudén mé [] []
Quan 1y sy kién bao mat thong tin
8 | (Security Information Event | [ ] []

Management (SIEM)) ma ngudn mé

Tao may chi du phong bang ky thuat

9 . [] []
vmware replication
Phong chéng tin coéng c6 chu dich

10
(APT) L] L]
Mang di¢n rong véi cdng ngh¢ do thi

11 : e IC . ; 1
(MAN) L] L]




Giai phap hé thong ha tang dung chung

Tinh trang Nim
STT Giai phap trién khai trién | Ghi chi
Co Chua khai
12 | Internet tap trung [] []

Phong chdng tan cong tir chdi dich

13 [] []
vu
Quan ly sy kién bdo mat thong tin
14 | (Security Information Event | [ ] []
Management (SIEM))
15 Thiét bi Tgémg 11"1’2.1 ung dung web ] ]
(Web Application Firewall -WAF)
16 Bao mat dua trén pha‘i'n mém SDS ] ]
(software-defined security)
17 | Du phong va phuc héi sau tham hoa [] []
18 | Big Data [] []
19 | Giai phap khac ...
Site Cao Lanh
Mang dién rong bang cong nghé
1 : o IC C
VPN [] []
2. | Luu trit SAN [] []
3. | May chii phién (blade) L] L]
4. | Aohoa may chu VMware D D
5. | bam may ha téing [] []
Phong chong tin cong, phong chén
6. ' g g : g, phong g [] []
virus, loc thu rac
7. | Tudng lira Web ma ngudén mo [] []
Quan 1y sy kién bio mat thong tin
8. | (Security Information Event | [ ] []
Management (SIEM)) mi ngudn mé
Tao may chi du phong bang ky thuat
9 d Yy H .p g g Ky c ] ]
vmware replication
Phong chéng tin cong c6 chu dich
10.
(APT) L] L]
1. Mang di¢n rong véi cdng ngh¢ do thi ] ]

(MAN)




Giai phap hé thong ha tang dung chung

Tinh trang Nim
STT Giai phap trién khai trién | Ghi chi
Chua khai

12. | Internet tap trung

13. | Phong chéng tan cong tir chdi dich vu

Quan 1y sy kién bao mat théng tin
14. | (Security Information Event
Management (SIEM))

1 [Ojd) &8
(1 (OO

Thiét bi Tuong lira tng dung web

15.
(Web Application Firewall -WAF)

Bao mat dua trén phﬁn mém SDS
16. .
(software-defined security)

17. | Du phong va phuc hoi sau tham hoa

Oy o | O
Oy o | O

18. | Big Data

19. | Giai phép khac ...

5. Cac chirc ning chinh ctiia Trung tam Dir li€u tinh (NKS3)

5.1. Pang lwu trir (hosting) va quan 1y trang/cong thong tin dién ti ciia tinh:
Co O Khong O

5.2. Pang luu trir va quén ly hé thong thw dién tir ciia tinh:

Co O Khoéng [J

Néu khong thi hé thong thu dién tir dang sir dung hinh thirc nao?

5.3. Pang lwu trir va quan 1y hé thong vin ban va diéu hanh caa tinh?:

Co O Khong O

Néu khong thi dang str dung hinh thirc n30? ............oveiuieiie e
5.4. Pang luu trir va quan 1y cic hé thong quan 1y ndi by khac cia tinh:

Co [ Khéng [

Néu tén cac hé théng quan 1y ndi bo nay (nu €O): w...evvneieeeiieeiieeei. .



5.5. Pa thuc hién tich hop dir liéu dé xay dung cac bao cdo tong hop, kho dir liéu
tong hop cia tinh.
Co O Khong [
Néu c6, hiy néu 1d cac théng tin trong bao cao tong hop va cac dit liéu co sé duge sir
dung dé tich hop
5.6. Dang luu trir va quan ly cac DVCTT cua tinh?:
Co Khong [
6. Panh gia chung vé hoat déng ciia Trung tim Dir liéu tinh (NKS3)
6.1. Panh gia vé co s& ha ting ciia Trung tim:
Tot O Chuatét 0O
Y kién khac b6 sung;
6.2. Panh gia vé chirc niing, nhiém vu ma Trung tim dang dam nhiém:
(Néu v kién vé su can thiét/ khong can thiét cia cac chtrc nang, nhiém vy ma trung tim
dang dam nhiém)
6.3. Panh gia chung vé hiéu qua hoat dong ciia Trung tim:
Tét []
Chura t6t [J
Néu y kién:
Can nang cap thém vé ha tang.
7. Khao sat vé An toan thong tin (NKS3)
7.1 M6 hinh hién trang an toan théng tin
- Cung cép so d6 hién trang céc trang thiét bi dam bao an toan thong tin, an ninh mang:
7.2 Phuwong an ddm bao an toan thong tin
- Anh chi vui 10ng cho biét cac phuong an d3 trién khai?
O Phan mém phong chéng virus:
+ Tén phan mém:
+ Quy mo: [Toan bd may chu [Toan bd may tram CIM6t phan
0  Thiét bj twong lira. Néu tén:
[ Ung dung ma hda. N8UtEN ........oeiiie i,
O Thiét bi phong chong xam nhap. Néu tén Hé théng ngin chin xam nhap (IPS),
Advanced Threat Protection (ATP).



O Cac thiét bi KhAc. NBU AN .. .evvneeee e

7.3 Phuong an quén ly an toan thong tin

Tinh da c6 phuong &n, quy trinh quan Iy ATTT chua?

O baco

O Chua co

Néu c6 vui 10ng cung cip s té vin ban, quyét dinh phé duyét.

Tinh d3 trién khai cac bién phap trién khai thudng xuyén hang nim nao dudi day?

[0 T6 chtc dién tap an toan thong tin

O T6 chirc bd may vé an toan thong tin. Néu sé van ban, quyét dinh thanh 1ap (néu co):

Céc phuong an quan ly an toan thong tin khéde: ...,
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8. Hién trang phian mém, img dung, H¢ thong thong tin/CSDL do Trung wong, Bd nganh trién khai dong b xudng dia phwong

(NKS3)
Hinh thure str dung S6 lugng | Tén don vi
A A A A 1 A . N don vi co lién Quy mb
TT Tén cac Iihan 'rnem, H¢ thong E?;a c}n trAuy (bién “X”) trién théng, chia : Yh
thong tin/CSDL M ta chirc ning cAp b thong | Khai/Sit | se kétnéi | ;DO
ctia phin mém, HTTT/CSDL apfal ) ChUyCn 8120 |y o tren | (Bao hiém, | ¥V 384T
khoan phan mém - P > | capbd
P P dia ban thue ...) i
de dung de dung
tinh
1.
2.
3.
4.

9. Hién trang phin mém, ing dung, Hé théng thong tin/CSDL do co quan, don vi quan 1y, vin hanh (cAc CSDL chuyén nganh,
CSDL dung chung, .....) (NKS3)

N . , Co lien the T .
T Tén cac phan mém, H¢ thong thong h?n Efim ?lf‘lg, l:h Ali S: Z]f} Pon vi quin 1§, vin
tin/CSDL M6 ta chirc nang pha ec(') Egténs g’ (ncu hanh
1.
2.
3.
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TT

Tén cac phan mém, Hé thong thong
tin/CSDL

M0 ta chirc nang

Co lién thong, chia sé vdi
phan mém nao khong? (néu
c6 ke tén)

Don vi quan ly, van
hanh

10.

1.

12.

13.

14.

15.

16.

17.

18.
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TT

Tén cac phan mém, Hé thong thong
tin/CSDL

M0 ta chirc nang

Co lién thong, chia sé vdi
phan mém nao khong? (néu
c6 ke tén)

Don vi quan ly, van
hanh

19.

20.

21.

22.

23.

24.

25.

26.

27.

28.

29.

30.
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10. Tinh hinh trién khai nhiém vu dwoc giao trong Ké hoach, Chién lwgc CNTT, chuyén ddi so... (NKS3)

TT | Tén nhiém vu Pon vi chu tri Tinh hinh, két qua thwe | Cin ci¥ vin ban
hién

1

2

3

11. Danh muc hé théng thong tin, irng dung, dich vu, co sé dir liéu ding Ky trién khai dén nim 2030 (NKS3)

TT Tén HTTT, Gtng dung, CSDL Mo ta Quy mo, pham vi | Nam thuc Hinh thtrc thyc hién (g0m: thuong xuyén; nang cap; mo
trién khai hién rong; xay dung, dau tu méi; thué dich vu)

10. Néu nhirng khé khiin nao khac dang cén tré viée ing dung CNTT, chuyén doi s6, xdy dung dé thi thong minh rong rii trong
tinh? (NKS1/ NKS 2/ NKS 3)

NKS1
Q Kinh phi d4u tu cho CNTT, chuyén d6i sb
U Nang luc st dung CNTT cua ddi ngii can by va nguoi dan
O Cac phan mém thudc nhidu nha cung cip khac nhau, khé khin trong viéc hd trg k§ thuat, bao tri, bao dudng
O Dit liéu cac phan mém chua lién thong, ddng bd
QO Khac (vui long liét ké)
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NKS2
Q Kinh phi dau tu cho CNTT, chuyén d6i sb
U Nang luc st dung CNTT cua ddi ngii can b va nguodi dan
Q Cac phﬁn mém thudc nhiéu nha cung cép khéac nhau, kh6 khan trong viéc ho tro k¥ thuat, bao tri, bao dudng
Q Dix lidu cac phan mém chua lién thong, dong bod
0 Khac (vui long liét k&)
NKS3
Q Kinh phi dau tw cho CNTT, chuyén doi s6
U Nang luc st dung CNTT cua ddi ngii can b va nguodi dan
Q Cac phﬁn mém thudc nhiéu nha cung cép khéac nhau, kh6 khan trong viéc ho tro ky thuat, bao tri, bao dudng
Q Dix lidu cac phan mém chua lién thong, dong bod
O Khac (vui long liét k&)

PAI DIEN VAN PHONG PAI DIEN PHU TRACH CNTT LANH PAO CO QUAN, PON VI

(Ky, ghi 6 ho tén va déng ddu)
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